3alnTa SNeKTPOHHOW NOYTbl U OCTYNa
K Hel, COOTBETCTBME [eNCTBYOWNM
TPe6OBaAHUAM MO apPXMBMPOBAHMIO.

McAfee SaaS Email Security and

Archiving Suite nossonser:

* BrIOKMpOBaTh Yrpo3bl A0 1X
NPOHVNKHOBEHUA B CETb

* O6ecneuunTb [JOCTYM, faxe ecn
NOYTOBbIN CEpBEP HEJOCTYNEH

* O6ecrneumnBatb CBA3b 1
npon3BoAnNTENbHOCTb COTPYAHNKOB

* CooTBETCTBOBATb TPE6OBAHUAM
XpaHeHNA NOKYMEHTOB C NOJIHbIM
APXVBMPOBAHNEM 3NIEKTPOHHON MOYThI

JIncT paHHbIX

W McAfee

McAfee SaaS Email Security

and Archiving Suite

OunbTpauusa 3NeKTPOHHON NOYTbI, OCTYMNHOCTb 11 COOTBETCTBME ANiA

I'IpOﬂyKTI/IBHOIZ KOMMaHUn

McAfee® SaaS Email Security and Archiving Suite aBnseTca pelueHviem Ha 6a3e «0bnaKkos,

KoTopoe GIoKMpYeT CBbiLie 99% HexxenaTenbHOWM NoYTbl, BUPYCOB 1 APYIUX BPeAOHOCHbIX

nporpamm 4o NX NMPOHMKHOBEHNA B CETb. JT1a cny>|<6a Takxke obecrneunsaeT HEeOrpaHMyeHHbIe

BO3MOXKHOCTM apXMBMPOBaHWA COOOLLEHWMI B 0bMake B crydyae NpocTos unv aBapum ciyxoa
COXPaHseT pe3epBHbIE KOMUN SMEKTPOHHOM NOYTbI, AOCTYMHOW AN paboTsl.

YnpaeneHue ThiCAYaMy COOBLLIEHWI, exeHeBHO
NPOXOAALIMX Yepe3 CepBePbl CPEAHEN KOMMaHNK,
ABNAETCA JOBOSIbHO CIOXHOM 3aaaden. OguH u3
BbIXOAOB — BbleneHne BHyTpeHHuX MT-pecypcos
Ana obecneyeHra 6e30MacHOCTH, JOCTYNMHOCTU

1 COOTBETCTBUA OBLIMPHBIX O6BEMOB TpadyKa
3NEKTPOHHOMN MOUTbI, HO TaKue LieHHbIe PecypChi
MOTIM Bbl 6bITb HaMpPaBeHbl Ha AOCTUXEHVE
CTpaTernyeckux Lenen, NpoABUratoLLyx Batl O13Hec.
K cuacTbto, ecTb nyylmin noaxop. bnaropaps McAfee
Saa$S Email Security and Archiving Suite MOXHO:

* 3aWMTUTL KOMMNaHKIO OT Bonee 99% HexenatensHon
MOYTbI, BUPYCOB, YePBEN, QULLMHI-MOLWEHHNYECTBA
1 [PYTrX BPEAOHOCHbBIX MPOrpamm 10 1xX
NMPOHNKHOBEHWA B CETb

Mpo3payHbIM 06Pa3oM XPaHWTL SNEKTPOHHYIO
nouTy yaaneHHo, obecneunsasa JOCTYM K HEM BO
BpeMA 3aM1aHMPOBAHHbIX 1 HE3aMIaHUPOBaHHbIX
OTK/IOYEHWI CepBepa

SKOHOMMUYHO 1 3GHEKTUBHO apXMBMPOBATH Kaxkaoe
cooblLeHWe 3NeKTPOHHOM MOYTLl B COOTBETCTBIM
C TpebOBaAHMAMM XPaHEHNA [JOKYMEHTOB

Bonee Toro, MOXHO 3aLLUMTHTL, ObecrneunTsb
AOCTYN ¥ apXMBUPOBATH SMEKTPOHHYI0 MouTy 6e3
npurobpeTeHis obopyaoBaHus, yctaHoskn MO,
PE3EPBHBIX NIEHT M BbINOIHEHWS OOCTYKMBAHWA.

BnokupoBska cBbiwe 99% HexenatenbHOWM NoYTbI
Bbnoknposatb cBbilwe 99% HexxenatenbHOM NoYThI

N COKPaTUTb COOTBETCTBYIOLLME PacXoabl Ha 90%,
obecrneuyB NOsHY, MHOTOC/IONHYIO 3aLLUUTY
anekTpoHHo nouTsl. Cuctema Stacked Classification
Framework®, obecneunsaemad 3anateHTOBaHHOM
TeXHONOrVen, NCNONb3yeT MHOTOCIOMHbIN

aHann3 Ana onpefeneHna BePOATHOCTMN TOrO, YTO
coobuieHNe ABNAETCA HexenaTeNbHbIM.

Kax bt n3 bonee yem 20 OTAENbHBIX CIOEB
dbuneTpaumm obnagaeT pAAOM YHUKaNbHbIX
XapaKTepuUCTUK, NpefHa3HauYeHHbIX 1A onpeaeneHus
N HeTpanm3aumm onpefeneHHbIX yrpos.

Takoe coyeTaHvie 0bpa3zyeT OfWH 13 CaMblX TOUYHbIX

1 NOJHBIX MPOLIECCOB GULTPALINM Ha PbIHKE.

3alinTa OT HeXKenaTebHOW NMoYThl BKIKOYAET SMUTHbIN
MHOTOSA3bIKOBOM GUIBTP HeXenaTeNlbHbIX COOBLLEHNI,
KOTOPbIV 3alMLIAET OT aTak HEXEeNaTeNbHON NOYTbI

B peanbHOM BPEMEHW U HexenaTenbHO NoyTl
HYNEeBOrO Yaca, He3aBMCKMO OT A3blika. DunbTpaLwma

IP no nepumeTpy obecneurBaeT AONONHUTENbHYIO
3aWWMTY OT HEXenaTenbHOM NOUTbl Ha OCHOBE
n306parkeHni, Beb-yrpos, CMeLlaHHbIX yrpo3

1 MOLWEHHUYECKNX GULIMHM-COOBLLEHNIA.

TpoiHoe ckaHnpoBaHue Ana 3GPeKTUBHON
671OKMPOBKY BUPYCOB U YepBEeN

CobcTBEHHaA TEXHONOMNA OOHaPYKeHNA YepBel
WormTrag® onpefensaet 1 nepexeaTbiBaeT Yepsu
MacCOBOW PaCChINIKN HyNEBOTO Yaca [0 VX NOABNEHWA
UKW yxofa 13 KopropaTneHoM ceTu. Slydiiee Ha
PbIHKE aHTVBKPYCHOE AAPO HA OCHOBE CUTHATYP,
obecneymBaemoe McAfee Global Threat Intelligence,
obecrneurBaeT HaAEXHYIO 3aLLWTy OT BUPYCOB.

3alMTUTECH OT aTak 3/1IeKTPOHHOWN MoYTbI

Hauwe nonHoe pellerve 3alMWaeT CeTb 1 BaxkHenwne
LW/03bl SMEKTPOHHOWM MNOYTLI OT aTaK 3/1eKTPOHHOM
MoYTbl, MTHOBEHHO BI0KMPYA aTaky T1Ma «OTKa3s

B 0OCNYXMBaHWW» 1 IPYrX aTak Ha ocHose SMTP,
BKJItOYanA aTaku C Lienbio cbopa AeiCTBYOLLMX aipecos,
noyTOBbIE GOMObI 1 NABUHHOE 3aMNONIHEHNE KaHaNOoB.

QunbTpauns coaep>KMMOro 1 BNOXKEHWUN
VHTennekTyanbHas 06paboTka COOBLLEHNI CHXAET
KOpPMopaTVBHbIE PUCKW, ONPeaenss, nomMeLas

B KapaHTWH 1 BIIOKMPYs HexenaTenbHoe, BpeOHOCHOe
1 KOHQUAEHUMANBHOE COLEPXKNMOE 1 BIIOKEHNS.



[ocTynHas, ynpaBnaemas 6e30nacHoCTb

COO0D6LLeHWIA N HeNPepPbIBHOCTb

* He Tpebyet o6opyaoBaHua nnm Mo
[NA YCTAaHOBKMN U ynpaBfeHna

* OTCyTCTBME HaKNafHbIX
KanuTasnbHbIX pacxofoB

* BecnnaTtHaA HacTpoiika 1 06HOBNeHne

* ABTOMaTM4eCcKoe BK/oYeHne
Y CUHXPOHM3aLumA ana
HenpepbIBHOCTH PaboTb

* 60 fHel HeorpaHNYeHHOro
BO306HOBNAEMOr0 XpaHeHUs 6ecnnaTHo

* MpocToTa Be6-aAMUHUCTPUPOBAHUA

* becnnatHaAa KpyrnocytouHas
nofaepKa nonb3osatenen

W McAfee

000 «MakAdu Pyc»

Appec: Mocksa, Poccun, 123317
MpecHeHcKan HabepexHas, 10

Bur3Hec ueHTp «baluHu Ha HabepexHO»
4bI 3Tax, opurc 405 - 409

TenedoH: +7 (495) 967 76 20

Dakc: +7 (495) 967 76 00
www.McAfee.ru

JIncT paHHbIX

3awmTa oT MOLUEHHMNYeCTBa

BbinonHaiiTe aBToMaTMyecKyio GuibTpaumio GuiLnHT-
MOLEHHWYECTBA 1 APYrX HE3aKOHHbBIX COOBLLEHNI
A0 UX MPOHUKHOBEHWMA B CETb, YTOOBI 06E30MacuTb
COTPYAHWKOB OT BO3MOMHOMO MOLLIEHHWYECTBA.

JocTaBka coobLeHNiA C JONONHUTENbHbBIM
cnoem 6e3onacHoCTm

OpraHu3auuu, Hyxxaatouimecs B 6onee BbICOKOM
ypOBHe 6e30MacHOCTH BXOAALLEN NOYTbI, MOTYT
1CNonb30BaTh Npotokon McAfee Transport Layer
Security (TLS), dunbTpyiolmin 3awmndpoBaHHble
BXOfALLIME COOBLIEHNA 1 JOCTABNAOWNIA X

MO 3alWMLLEHHOMY TOHHESIO, €CAN NoyYaTenw
ncnonb3ytoT dyHkumio TLS. Ecnn nonyyatens He
MOXET NoAYyUnTb CooblUeHNe, 3andpoBaHHoe
TLS, cooblieHne JOCTaBNAETCS C UCMOMb30BaAHMEM
CTaHAapPTHOro NpoTokona SMTP.

ObecneyeHmne JOCTYMHOCT 1 3aLLUTbI S/1EKTPOHHOM
MOYTbl HE3aBUCKMO OT COLEPXKUMOTO

Bu3Hec He OCTaHaBNVBAETCA, KOrfa Balla CeTb
3NEKTPOHHBIX COOOLIEHNI He paboTaeT. Eciv ceTb
HEAOCTYMHA M3-3a CTUXMIAHBIX GEACTBUN, OTKMIOUYEHNIA
SNEKTPOSHEPTUN UK [laxe OBbIUHOTO OOCYKMBaHWA,
Saa$ Email Security and Archiving Suite obecneunsaet
KOHTaKT BalMX COTPYAHWKOB, KNIMEHTOB, NapTHEPOB

1 MOCTABLUMKOB 24 Yaca B CYTKM.

Balsa anekTpoHHas nouta AOCTyMNHa BCeraa,

6e3 rPOMO3KNX PE3EPBHDBIX EHT, AVCKOB WK
npoueayp. ECnv Baliv co6CTBEHHbIE NOYTOBbIE
cepBepbl HEAOCTYTMHbI, Bbl MOXETE NOYUNTb JOCTYM
K Halliemy 6e30macHOMy, MPOCTOMY B UCMONb30BAHMN
Beb-MHTEepdeNCy, uTobbl OTNPABAATL U NOMyYaTh
CoOobLLEeHNs, NCKaTb U HaXOAWTb COXPaHeHHble
CoobLieHNs, yNPaBNATb KAPAHTVHOM 1 XpaHeHNeM
CoobLLEeHNI Kak 1 B 0ObIUHON pabouelt cpefe.

MockonbKy cy»kba NOIHOCTbIO MHTErPUMPOBaHa

1 ynpaensaetca McAfee, 3awmta Bxoasiei
3M1EKTPOHHOW NMOoUThl paboTaeT HEMPepPbLIBHO.

Cny»xba Takxe coxpaHaeT Bce COObLIeHNS,
OTNPaBNeHHbIE UAN MOMyYEHHbIE BO BPEMA
OTKIOUEHWA, UHTENNEKTYaNIbHO CUHXPOHM3MPYS
TOYHble JaHHble 060 BCex ornepaumax ¢ COOOLEHUAMM
BO Bpems OTK/IOUEHNA, KOrAa BO30OHOBAAIT paboTy
BalLM COOCTBEHHbIE MOYTOBbIE CEPBEPSI.

Hel'lpepblBHOCTb 3J'|e|<TpOHHOl;l noYTbl NO3BONALT
3alLNTUTD Bally AEIOBYIO penyTauuto, ornepaunn
M Npon3BOANTENBHOCTL B noboe BpemA, obecneyvBas:

* ABTOMaTMYeCKOe BKIIOUEHNE CyObl Npu
OBHapYXeHNW OTKIIYEHUS

McAfee SaaS Email Security and Archiving Suite

+ JlocTyn K 3neKTPOHHOW NoyTe, NMoslyUYeHHOM BO BpeMA
OTKIIOYEHWA, Yepe3 3alMLLEHHbIV BeO-MHTepdeiic

* Bce GyHKUMM SNEKTPOHHON NOYThI, BKIIOUAs UTeHue,
Co3faHKe, OTBET, NepeHanpasneHve 1 yaaneHue

* 60 gHeN HeorpaHNYeHHoOro
BO30OHOBNAEMOrO XpaHeHA

* VHTennekTyanbHYI0 CUHXPOHM3aLMI0 OnepaLmi
C 2NEKTPOHHOW MOYTON NOC/e OTKMOUYEHWA

* YBegomneHus 06 OTKIIOUYEHNAX 1 OBHOBNEHNA CUCTEMbI

* OunbTpauma BXOAALLMX COOOLLEHNI

CooTBeTcTBME TPebOBaHNI XPaHEHUA OKYMEHTOB
APX1BVPOBaHKE BCEX COOOWIEHWI, MOCTYMNAIOLWNX

WA NOKMAAOWMX KOMAAHMIO B COOTBETCTBUN

C AEVCTBYIOLLMMY TPEOOBAHUAMM K aPXVBUPOBAHMIO

1 XpaHeHWo AoKyMeHTOB. DyHKLUMM aBTOMATM3aL M
obneryatoT apxmBMpPOBaHVe 1 NCKMIoUaT BO3MOXKHOCTb
noTepu CoobLLeHN. XpaHeHve B obnake CHKaeT
pa3mep 6a3bl AaHHbIX Microsoft Exchange

1 3aMEHAET MPOMO3KME, HEHAAEKHbIE NIEHTbI

1 Anckn. MouHble GyHKLMM NOMCKa MO3BONAIOT
aBTOPM30BaHHbIM MOb30BaTENAM OBbICTPO HaXOAUTbL

1 NoMyYaTb COOOLIEHWA A1A NPOCMOTPa, COOTBETCTBIA
1 3NEKTPOHHOTO OOHapyxeHNsa 6e3 He0OXOANMOCTH

B VIT-noppepke. icnonb3synTe NpocTbie nnm
PaCLIMPEHHbIE KPUTEPUM MOUCKa COODLLEHWIA, BKItOYasA
MOMNCK NO OTAPABUTENIO, AMANA30HY AaT, COAEPKUMOMY
COOOLLEHMA 1 AAXKE COAPKMMOMY BIIOXKEHWI.

OnTMK3auyA YNpaBieHys SN1eKTPOHHOW NoYTown
Be6-KoHCOMb NO3BONAET COKPATUTL BPEMA Ha
obecneyeHne 6€30MacHOCTU 1 0bferyaeT HaCTPOMKY
Cnyx6bl NOA BaWM HyXbl. DTO NO3BOSAET NepCoHay
NT-oTaena cocpeaoToUnTbCA Ha CTpaTermyeckmnx
npoekKTax, NPOABMratoLLVX Ball GU3HEC.

Henpes3oliaeHHble cnyk6bl NOAAEPKKM

Saa$S Email Security and Archiving Suite obecneunsaet
aBTOMATM3MPOBAHHOE, KPYTNIOCYTOUHOE HabnoaeHve

Y 3aLWmTy. DKCnepTsl B nabopatopusax McAfee Labs
ncnonb3ytot Global Threat Intelligence gnsa HabniogeHuns
3a TeHAEeHLUWAMM BeO-TpadyiKa 1 NpeaocTaBnaoT
OBHOBNEHMA 1 3aLLUTY B PeanbHOM BPEMEHMU.

HakoHeu, cnyx6a nopaepxkn McAfee moxet
OTBETUTH Ha BallX BOMPOCHI, CBA3AHHbIE C YUYETHOM
3anmcbio 1 OMnaToi, No GecnnaTHoMy TenedoHy Unn
WHTEPAKTUBHO, KPYrNOCYTOUHO 1 6€3 BbIXOHbIX.

McAfee n/unv apyrue ykasaHHble 34ecb cBAzaHHble ¢ McAfee npoayKTbl ABAAIOTCA 3aperncTpUpoBaHHbIMU TOBaPHbBIMM 3HaKaMu UV TOBaPHbIMY 3HaKaMu
kopnopauumn McAfee, Inc. unu ee pouepHux komnanuii B CLLA 1 apyrux ctpaHax. [lpyrvie 3Haku 1 ToproBble MapKi MOryT ABNATLCA COBCTBEHHOCTBIO PYriX
Bnagenbues. MNnaHbl, xapakTepuCTU KM 1 ONCaHUA TOBAPOB, NPUBEIEHHbIE B HACTOALLLEM [JOKYMEHTE, MPUBEEHbI NCKIOUUTENBHO B UHPOPMALIMOHHDIX LiENaX,
MOTYT N3MeHATbCA 6e3 yBeJOMNEHUA 1 NPEAOCTaBNAIOTCA 6e3 KaKNX-NBO ABHO BbIPaKEHHDBIX UMM NOAPA3yMeBaeMblX rapaHTUi.
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