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OpraHusauusa goctyna B MHTepHeT, 6€30MNacHOCTD,
ynpasrieHue TpadukKkom, KOHTPOJSib AOCTyna



SUserGate

PROXY & FIREWALL
OPITAHU3ALUA OOCTYINA B UHTEPHET

* [lpenocrtasneHune goctyna B /IHTepHeT

[Mpokcn Ans pasnuyHbIX NPOTOKONOB
* Pabota c HecKosbKkMMM NpoBangepamMm k4
* [loggepxka pe3epBHOro KaHana ks

* YnpasrieHue LUMPUHON KaHana ka

o

ALMUHUCTRATOP

* KewmpoBaHMe pecypcos

* T[lopoepxka IP-TenedoHNN ka4

& -

UserGate




SUserGate

PROXY & FIREWALL

PABOTA C HECKONbKUMWU NPOBANOEPAMU
PE3EPBHbIN KAHAT

NMpenmyulecTBa:

YnydweHne HagexHoctn pabotbl MIHTepHeTa

Mcnonb3oBaHWe pa3sHbiX KaHanoB Ans
pasnn4YHbIX BUOOB Tpaduka

UserGate



SUserGate

PROXY & FIREWALL
YMNPABNEHUE LLUPUHOW KAHAJA

* HacTponka WMpUHbI KaHara rno npoTokonam
n Bugam Tpaduka

°* YnpaBneHue LWnMpnHOW KaHana rno
nonb3oBaTensm
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SUserGate

PROXY & FIREWALL
NOAOAOEPXKA IP-TEJIE®POHUU

* [logoepxka npoTtokosios SIP 1 H.323

* [lonHaga cTtaTucTmka no coBepLUeHHbIM 3BOHKaM

[Monk3oBatens 2




SUserGate

PROXY & FIREWALL
VHPOPMALMNOHHAA BE3OIMNACHOCTb

* [lBOMHasa aHTMBUPYCHaA 3awimTa k4
* MexceTteBon aKkpaH
* CobcTBeHHbIN apaneep NAT

* [logpnepxka VPN

Internet n:




SUserGate

PROXY & FIREWALL
OBOUHASA AHTUBUPYCHASA 3ALLUUTA

UserGate MoXxeT ObITb YyCTaHOBIEH:
* ©e3 aHTUBUPYCHOIrO CKaHepa;
°* C aHTuBMpycom Kacnepckoro;
° c aHTuBMpycom Panda;

° C AByMSA MOAYNSIMU OAHOBPEMEHHO.
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UserGate

Mons3oBaTens

PYHKLUMNOHANbHOCTD:

"

AHTMBUPYCbI 0becneymBaloT NPOBEPKY BCErO
Tpadomka rno npotokonam http, ftp, pop3, imap;

BcTpoeHHbIN MexXceTeBOW akpaH obecneynBaeT
HaOEeXHYI0 3alLUUTy OT XaKepCKuxX aTak.
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SUserGate

PROXY & FIREWALL
KOHTPOI1b U YINPABIEHUE

*  KOHTPOsb NPUNOXEHUN k4

°* OdunbTpauns Bedb-cantos k4

* OrpaHu4yeHns Ha CKOpPOCTb 1 0ObLEM Tpaduka
*  MOHUTOPUHI ceccnn B pearibHOM BPEMEHM k4
* [logpobHas cTtatnctuka

*  Bunnuur



serGate

PROXY & FIREWALL
KOHTPOIb NPUNOXEHUN

YHuKanbHasa cucrtema KOHTpOIA anI.ﬂO)KeHI/Iﬁ ABNnsAeTCA CyuweCTBeHHbIM
AONnoJIHeHUnem K aHTMBMpyCHOﬁ 3awmTe n obecneymBaer:

®* BO3MOXHOCTb MUCMOJSIb30BaHNA NOSIUTUK Ha BbIXO nNporpamm B VIHTepHeT
nonb3oBaTtendamMmu (HanpumMmep, MOXHO 3anpeTuTb Ncnorb3oBaTh Internet
Explorer oo onpegeneHHomn Bepcuu;

° 3anpetuTb Bbixod B CeTb nporpamMmmam, KOTopble NONUTUKA KOMMaHUN HE
cuUnTaeT HeobXoaAUMbIMU (MEeHeKepbl CKauMBaHUS, UHCTAHT-
mecceHaxepbl, P2P-knneHTbl 1 np.);

®*  MOHUTOPUHI NporpaMmm, KOTOpbIMM NOfb30BaTENb NOMb3yeTCs AfS
paboTtbl B CeTn.



SUserGate

PROXY & FIREWALL
MOLAYJIb URL-®PUJIBTPALIUU BRIGHTCLOUD

* bonee 450 mnH. canToB B Da3se;

* nogdepkka knaccudukaumm pycckosi3abl4HbIX PECYPCOB.

pecypchbl

pecypchl

22% 42%

MonesHble
pecypchbl

36%

NcTouHuK — aHanus ncnonb3oBaHus MHTepHeta 50 000 coTpyaHukamm 6onee 3000
komnaHun B Poccun n CHI, npoBeaeHHbin B 2009 rogy komnaHuen Entensys.

2ntensys



MOHWUTOPUHI CECCUN U CTATUCTUKA

SUserGate

PROXY & FIREWALL

pyKoBoauTesnib MOXeT nony4yaTtb
AeTanbHYH CTaTUCTUKY MOCELLEHUN CalTOB NO BCEM COTPYAHUKAM;

nogcyeT CTOMMOCTU Tpadomka.

KaXXaoMy noJsib30BaTesiio MOXeT ObITb:

BbleneHa KBoTa Ha 00beM AaHHbIX;
3aflaHa CKOPOCTb KaHarlla rnepegavn AaHHbIX;,
orpaHun4eHbl NpPoTOKOJ1bl AJ1A COeVNHEHWUN;

oripegersieHa TeMaTukKa CanToB, pa3pelleHHbIX ar4d noceLleHn,

BblEMNEH AManasoH BpeMeHu Ans padoThbl.



SUserGate

PROXY & FIREWALL
CETEBOE AODMUWHUCTPUPOBAHUE

* [loooepxka DHCP

*  Mapuwpytusauyma . iy

FTP
* [lybnnkauma pecypcoB !. !. g.
T I T

UserGate

* YpaneHHOe aAMWUHUCTPUPOBAHME

o

DMZ 192.168.0.X

LAN 192.168.1.X
|

m




SUserGate

PROXY & FIREWALL

NMPOCTOW MHTEP®EWUC YMNMPABJIEHUA

YnpaBneHue rnpokcu-cepeepom
UserGate ocyLuectBngerca Yyepes
KOHCOJSb aAMUHUCTPUPOBAHUSI.

[MoaKN4YNTLCA MOXHO yOarneHHo
c noboro KomnbetoTepa B
NOKasibHOM CeTKn, a Takxe yepes
NHTepHET 13 nobon Toukn Mupa.

B Konconn aamuHKcTpatopa UserGate 5

File Help
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SUserGate

PROXY & FIREWALL
NMPEMMYLUECTBA UCIMOJIb3OBAHUA

®* npocTOoTa BHeOApEeHUS;
*  LWMPOKMN CPYHKLMOHATT;
®*  UCnoSib30BaHWe NMHHOBALMOHHBLIX TEXHOMOIN;

* BbICOKas HAOEXHOCTb, 0OyCcrnoBneHHass TEXHONOrMYEeCKNUM
NapTHEPCTBOM C NnaepamMm NHOYCTPUN;

® OTeYeCTBEHHbIN pa3paboTyuK;
®  PYCCKOA3bIYHbLIN MHTEPMdENC N TEXHMUYECKada NoadepKKa;
° npwuBnekarteribHas LeHa.

KOMIMJIEKTALUU

* UserGate Proxy & Firewall

* UserGate + AHTMBMpPYC Kacnepckoro

* UserGate + AHTMBUMpYC Panda

* UserGate + AHTUBMpYC Kacnepckoro + AHTUBMpYC Panda

2ntensys



KOMMNAHUA ENTENSYS

¢ [lata ocHoBaHudA: 2001 rop,
* Odomckl: MockBa, Hosocubupck, Jlennuur (Ffepmanms)

* lUltaT: bonee 30 yenoBek

CTPATEM'MYECKWUE NAPTHEPbLI

n

““am(core FPANDA  Bricircroip comy7touch

SECURITY Real Security. In Real Time.
Jlabopartopus Panda BrightCloud Commtouch
Kacnepckoro Security CLLA M3pausib
Poccusa HcnaHusA

2ntensys



