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Kak Safetica moxeT Bam MOMOYb?
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Kak Safetica moyXeT Bam NOMOYb?

O6Hapy»KunsaTb Bce BUAbI KOHPUAEHLUMNANBbHbIX AaHHbIX

C NOMOLLbIO eaMHON Knaccudurrkaumm Safetica Bbl morkeTe
0bHapyXnBaTb U 3aWMLLATb AaHHbIE HA OCHOBE COAEPKMMOTO,

DISCOVER MCTOYHMKA, TUNa panna n gaxe KnaccuduKkaumm CTOPOHHMX
npousBoguTenen.

Data Classification

IF THE FILE CONTAINS

Rules & Predefined Algorithms
@ This data classification will be apphad @ heywed
¥ to files that match ANY of tha rules ‘ Regex
IF THE FILE WAS TRANSFERRED FROM
@ Appcategory
B Flle path
5  Website
Al

IF THEFILE TYPEIS

B‘ Flle type



Kak Safetica moxeT Bam MOMOYb?

YMeHbLUUTE KOIMYECTBO JIOXKHbIX CpabaTbiBaHUiA

Safetica couetaeT B cebe KOHTEHT—aHa/ U3 N NOHUMAHME KOHTEeKCTa —

OTKyZAa bepyTca AaHHble U rae OHW NobbiBanu - Ana 6onee ToYHOM
DISCOVER KnaccudmuKaumm AaHHbIX.

File Origin

P N

- File Content

File Type
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Kak Safetica moyeT Bam MOMOYb?

[File sharing and social media Email Internet
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Kak Safetica moyXeT Bam NOMOYb?
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Company
files

I 4 5 | Company files
Home Share View

T > Company files

Name Date modified

3 Quick access
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Kak Safetica moyXeT Bam NOMoYb?

View Help Message
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W) ikE
@ Email was blocked
-

1 Microsalt Outiook
From; Safetica One: U2 rw: Sentitive medical recordy - Ana Carr
Sent: Wednesday, § @
To: Sofetica One <
Subject! Sensitive it

I ke @ madicaleiny m

] Ana Capdt

€ topSecret

Hello everyone,

ensitive email can't be senit to some of the tocipdents and was Dlocked by your compaty

This emall contains

ecurity palicy

Bost regards,

This action was logged

0 avertide the tocked action, select rason and exphain

Select reason

* Enter at least 20 characten




MCCNEQOBATb

Kak Safetica moyeT Bam MOMOYb?

[ malta_roof_don-drysdale_construction....

Detasts ClasuScation
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Actions taken by policies in the last 7 days (11)

Eva Baltey ransferrad malta_rool_don-
drysdate_construction woff2 via Emaid

| snrinsT T ghoe Mg

Rabekah Rica ransferan 9 sensitive files 10 facebook.com
Rebokah Rice transtermed m;lu_mof -
drysdaia_construction. to quﬁ

Eva Bailey transfened malta_roof_don-
arysdaia_construgtion wotf2 to Skype

Eva M:: !.vnslen;gﬁ m':mrg:l don-
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Security Audit

~

AUDITED DATA AUDITED ENVIRONMENT
- 4GB of data - 179 user accounts
- 1,012 file operations - 0 devices with Safetica
- 1,000 files - 28 devices in total
- 433 outgoing files - 76 Safetica admin accounts

When were sensitive files sent?
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File count
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What data classifications What were the most
did files have? common [ activities?
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Healthcar=
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Security Audit

FILES UPLOADED TO THE WEB

Uploading files to the web is a popular way for users to share larger files that can't be sent
as emall attachments. It is, therefore, important to create policies for web upload.

Company files uploaded to public websites can be instantly downloaded by strangers and thus
you may lose control of them.

ﬁ There was an attempt to transfer 3 files not identified as sensitive to web upload.
Your policies blocked these file transfers.

When were files sent?
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Security Audit

ANALYSIS OF APPLICATION USAGE

Understanding which applications users use helps companies discover where
there are security risks and how expensive licenses are used.

Clearly defined rules for using applications increase company security.

0 You have blocked risky applications so that they cannot be used by users.

How did users use their work
time?

Web browser I
Media software I
CAD software I
Windows: I
a 50 100 150
Duration [hours]

Show detailed records in Safetica.

RECOMMENDATIONS

What were the most common
activities?

Firefox (firefocexe) I —
VLC media player... HE
AutaCAD (acad.exe]  IEE——
Windows Explorer... I

0 20 40 &0 B0 100
Duration [hours]

- Check which applications are used. Evaluate If application categories need to be

modified.

- Setapplication policies to prevent the use of risky or harmful applications.
- Setregularautomated reports about how applications are used.
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WEEK 1
WEEK 4 Deployment and activation

Presentation of results
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DLP settings for local or
network files

WEEK 3

Extracting data for
report creation
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G2 Grid® para Data Loss Prevention
(DLP) Software
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Gartner
Peer Insights..

as of January 2024
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NMPOAYKTA PASBEPTbIBAHWE SAKNWYEHMUE TEXHUYECKAA PEUMTUHT
KOHTPAKTOB NOAAEPKKA
S am Microsoft 4.9
S BR Microsoft BR Microsoft g g BE Microsoft 4.8
@8 Microsoft g B oo 4.7
B oo i e 4.6
- . ENDPOINT
rorcepoint @ BROADCOM rorcepoint [ EuronT, B oo 4.5
TrelliX rorcepoint @ BROADCOM @ BROADCOM' TrelliX @ BROADCOM' rorcepoint @ BROADCOM 4 4
Trelhx Trellix
FORTRA FORTRA rorcepoint 4.3
FORTRA TrellxX’ FORTRA FORTRA 4.2



CoBMeCTUMOCTb C pelleHnAMM

F::ATINET netwrix
f
Bitdefender I(asperSI(y
e

solarwinds 7

The Power to Manage IT

B Microsoft
B GoldPartner

XL avast

SOPHOS

Boldon James

A GINETIQ company

.: Microsoft Azure
Azure Information

Protection

WEBROOT

an opentext comaany

- Mlcrosoft
Intune

splunk>

\/ Symantec

= R cortiSIEM
Overview
EET

Checoint'

SCFTWARE TECHNOLCGIES LTD.



KomnaHuu no scemy mupy aoepsatot Safetica & 7 Ministerstwo Rodziny

/‘\ i Polityki Spotecznej

¢ MERCK  aspenmedical REONUIDUE DOOSAN
L~ -
Sad EL Cadiichitee G

HYURNDAI
Py 4‘
A TS - ABe  viettel - randstad T™TMmF 0¥

digital OFFICIAL

SDSU jmpiesosac &

ALCALDIA MUNICIPAL

A TRINITY BANK

First Atlantic
Hlank

2 / DE CAJICA
9= GENERALI $ e~
El2eh CESKA POJISTOWNA - wilel 2L ST i GD AMERICAN 2MOMENTUM BANK
SamanBank Select HUA NAN BANK
First D, & # Raiffeisen 3w | REPUBLIC OF ESTONIA
Citiiens Cf?(!l i;One al Ba rak oo w BANK BsR DEFENCE FORCES
Ban




KnueHtbl B KazaxcraHe

KAZAKHMYS

Saqtandyru

"Tal® e nal=10191 Y,
MOHWUTOPWVIHIT Y

PECNYBITNKWN KA3AXCTAH

V E

RNY

@7) QIC

QAZAQSTAN INVESTMENT

CORPORATION

ORLEU

BUNKTUTIKTI APTTbIPY
¥NTTbIK OPTAJIbIF bl

CAPITAL

rol

CEPIEK

\/




/ info@msmax.kz

6 https://msmax.kz st
Cnacnbo (g+7 777222 15 22 :

MsMax

B B == @ [

CepeepHoe KomnsioTepHoe CeTteBoe

Mporpammuoe MWMHcbopmaumoHHan
obopynosanme obopypnosanme obGopynosanme obecneuenme

-

Aynu'r
6esonacHocTb UB

safetica


mailto:info@msmax.kz
https://msmax.kz/vinchin
https://wa.me/77772221522

